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Product Introduction

1.1 Product overview

The Comset CM510Q-W is an industrial grade LTE CAT 6 Modem Router with download
speeds of up to 300 Mbps and upload speeds of up to 50 Mbps. With four Gigabit Ethernet
ports and concurrent 2.4GHz and 5GHz dual band WiFi, it provides a powerful and rapidly
deployable internet solution to commercial customers and small to medium businesses.

The Comset CM510Q-W is an innovative router powered by the latest ARM Cortex A7
900MHz CPU. It features dual SIM card slots for backup redundancy, dual band WiFi
802.11ac to help reduce WiFi traffic congestion and interference and ensure a fast and
reliable service, 3 x Gigabit LAN ports for fast wired connections, 1 Gigabit WAN/LAN port, as
well as a GPIO with two digital input ports and one digital output port. Other features include
VPN IPSEC, PPTP (Server and Client), L2TP and OpenVPN to establish a secure
connection over the 3G/4G network.

The innovative design, easy integration and rich built-in features make the CM510Q-W the
router of choice for a wide range of business and commercial applications, including SOHO,
SMB, industrial automation, building automation, security, surveillance, transportation, health,
mining and environmental monitoring.

1.2 Typical Application Diagram

The Comset CM510Q-W 3G/4G/4GX Router is suitable for a wide range of machine-to-
machine applications (M2M), as shown in the illustration below:
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Charging Station " Traffic Monitoring
i Vending Machine CWIF Camera)

Figure 1-1 Network Topology
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1.3 Features

The CM510Q-W supports the following:

4G LTE FDD B1 (2100), B3 (1800), B5 (850), B7 (2600), B8 (900), B20
(800), B28 (700), B32 (1500)

4G LTE TDD B38 (2600), B40 (2300), B41 (2500)
2 x CA Carrier Aggregation

o B1+B1/B5/B8/B20/B28;

o B3+B3/B5/B7/B8/B20/B28;

o B7+B5/B7/B8/B20/B28;

o B20+B32;

o B38+B38;

o B40+BA40;

o B41+B41
UMTS/HSPA/HSUPA/HSPA+/DC-HSPA+ 850/900/1900/2100MHz
Powerful Cortex A7 900MHz CPU
Concurrent dual band 2.4GHz and 5GHz 802.11 b/g/n/ac
Four Gigabit Ethernet ports
Heavy-duty metal enclosure
DIN Rail mounting
Shock and vibration resistant
Schedule reboot via timing/SMS/RMS Software
Wide temperature range: -30 to +75 degree C
Built-in watch dog
Strong electromagnetic interference resistance
Non-polarity and Anti-reverse power protection

Firewall and VPN tunnel security (IPsec, OpenVPN, GRE, L2TP and PPTP)

http://www.comset.com.au 6
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Hardware Installation

The images below might be slightly different from the actual product, but the

specifications are the same.

2.1 Panel

Table 2-1 CM510 Interface
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The Antenna interface and LED lights can be different depending on options
such as extended WiFi and GPS.

Table 2-2 Router Interface

Ports Instructions Remarks
USIM Plug type SIM Slot, supports 1.8/3V/5V

automatic detection.
Main 3G/4G antenna, SMA connector, 50Q.
Aux 3G/4G antenna, SMA connector, 50Q.
GPS GPS antenna, SMA connector, 50Q. GPS optional
Wi-Fi Two dual-band Wi-Fi antennas, SMA connector.
LAN 10/100/1000Base-TX, MDI/MDIX self-adaption.
WAN/LAN 10/100/1000Base-TX, MDI/MDIX self-adaption. Default as LAN
Reset Reset button. Press and hold for at least 5 seconds.
PWR Power connector. 7.5 ~ 32V DC
I/0 DI-1 and DI-2 are digital input. DO is digital

output.
Console RJ45-DB9 cable for CLI configuration.

http://www.comset.com.au 8
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Table 2-3 Router LED indicator Status

LED status Description
Signal Solid Light | LED1 indicates signal is weak (CSQ0~10).
LED?2 indicates signal is good (CSQ11~19.
Signal LED3 indicates signal is strong (CSQ20~31)
Blinking Dialing.
Signal 1
Solid Light | Online.
PWR Solid Light System power operation.
Solid light WLAN enabled, but no data communication.
WLAN Blinking quickly Data is being transmitted.
Dark WLAN disabled.
Dark System operation and LTE/3G online.
ERR
Solid Light (Red) System fail indicator. It indicates failure with SIM
card/module.
Green Solid light Connected.
Green Blinking Data is being transmitted.
LAN
Green Dark Disconnected.
I! g NOTE

The LED indicators can be different depending on additional options such as
extended Wi-Fi, GPS function or single/double SIM.

http://www.comset.com.au
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Dimensions
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Figure 2-2 CM510 Series Router Dimensions

Note: Mounting brackets can be different

2.3 Powering up the CM510 Router

2.3.1 SIM/UIM card installation

Please insert the SIM card(s) prior to configuring the router.

http://www.comset.com.au 10
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)

e’ CAUTION

Before connecting any cables, please disconnect the power source.

2.3.2 Ethernet Cable and Antenna Connection
Use an Ethernet cable to connect the LAN port of the cellular Router to the LAN port of
your PC or laptop computer.

Connect the two magnetic base 4g antennas to the Main and Aux SMA sockets, and the
two paddle-shape WiFi antennas to the WiFi1 and WiFi2 SMA sockets. The WiFi
antennas support dual-band 2.4GHz and 5GHz.

2.3.3 Serial Port (terminal block) Connection

If you want to connect the router via a serial port to your laptop or any other device, you
need to prepare a serial cable or a RJ45 cable. One end connects to the computer serial
port, the other end connects to the console port of the router or the terminal block.

)

e’ CAUTION

Before connecting the serial cable, please disconnect any power source.

Pin Instruction Remark
1 V+ Power V+, Anti reverse
2 V- Power V-
3 GND GND for RS232 communication
4 RXD/A RS232 RXD, 57600bps as
default
5 TXD/B RS232 TXD, RS485 optional
6 DI-1 Digital Input, Dry Contact
7 DI-2 Digital Input, Dry Contact
8 DO Short to GND
) v+
=) v-
=] sno——— g
(- <0
| mxove
S o =)
=] oo o

2.3.4 Console Port Connection

For CLI configuration and router system debugging, please connect the router console
port to a computer using a RJ45-DB9 cable.

NTip:// WWW.COmset.com.au I
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Pins Instructions Remarks
1 CTS Input

2 RTS Output

3 RXD Input

4 TXD Output

5 GND GND

6 DSR Input

7 DCD Output

8 DTR Output

2.3.5 Power Supply
The CM510 router supports a wide range of DC voltage between 7.5VDC and 32VDC.

2.3.6 Review

After inserting the SIM/UIM card(s) and connecting the Ethernet cable and antennas,
please connect the power adaptor or the power cable.

)

N’ CAUTION

Please connect the antennas prior to powering up the router, otherwise you
may get a poor signal due to a mismatching impedance.

Note:

Step 1 Check the antennas’ connection.
Step 2 Check the SIM/UIM card is inserted.

Step 3 Power up the industrial Router.

http://www.comset.com.au 2
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Router Configuration

The CM510Q-W can be configured via a web interface using a web browser such as
Internet Explorer, Firefox or Google Chrome.

3.1 Configuration from a local network

To configure the CM510Q-W, please connect an Ethernet cable between the router and
your PC computer. The IP address on your PC can be a static IP address, or you can select
DHCP so that your computer can automatically obtain a Dynamic IP address. The default IP
address of the router is 192.168.1.1. The subnet mask is 255.255.255.0. Please follow
the instructions below:

Step 1 Click “start > control panel”, find the “Network Connections” icon and double click it.

Select “Local Area Connection” corresponding to the network card on this page.
Refer to the figure below:

File Edit ‘Miew Favorites Tools Advanced Help

Y ) [T D seach [ Folders [T

Address t"..__' Metwork Conneckions

Connected, Firewalled

e
Local Area Connection

Ik |
il

Metwork Tasks

-i._=“ Create a new conneckion

) Set up a home or small
~ office network

& Change Windows Firewal

T Disabled, Firewalled

Figure 3-3 Network Connection

Step 2 Select “Obtain an IP address automatically” or set up a fixed IP address in the
range 192.168.1.xxx (xxx can be any number between 2~254)

Step 3 Run Internet Explorer, or any other web browser, and enter 192.168.1.1 in the
address bar and press “enter”.

http://www.comset.com.au 3
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The username is “admin” and the password is “admin”.

Signin
hittp://192.168.1.1

Your connection to this site is not private

Username admin

Password

Figure 3-4 User Interface

3.2 Basic Configuration

3.2.1 Overview
Below is an overview screenshot of the user interface of the CM510Q-W.

http://www.comset.com.au 1
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Ab‘ = <

Comset

k1
13

Wt EDTTE L Com a0

You haven't changed the default password for this router. To change router
password_click here.

Traffic Stats.
System
Device List
: Router Name Comset Router
Basic Network
Hardware Version C11-D13
WLAN Firmwazre Version G5.0.1.5
advanced Network Router Sn 1113G511908120002
Chipset ARMVT Processor rev 5 (v7l)
Firewall
VPN Tunnel Router Time Fri, 20 Sep 2019 09:41:09 +1000 Clock Sync.
Administration Uptime 00:07:33
Memory Usage 38.73MB/ 122,22 MB (31.69%)
NVRAM Usage 24.47 ¥B / 64.00 KB (38.24%)

Ethernet Ports Status

WAN/LANT LANZ LAN3 LANS
1000M Full Unplugged Unplugged Unplugged
VPN Status

Mo Active VPN

http://www.comset.com.au !



Overview

Traffic Stats.

Device List

Basic Network

WLAN

Advanced Network

Firewall

VPN Tunnel

Administration

LAN

Router MAC Address
Router |P Addresses

DHCP

WAN

Connection Type
Modem IMEI
Modem BAND
Modem CA
Modem Status
Cellular 1SP
Cellular Network
USIM Selected
USIM Status

€sa

IP Address
Subnet Mask
Gateway

DNS

Connection Status
Connection Uptime

Remaining Lease Time

CM510Q-W Router User Manual

34:0A:98:12:55:05
br0 (LAN) - 182.168.1.1/24

br0 (LAN) - 192.168.1.2 - 192.168.1.51

Cellular Network
868186040120352

B7 + B7

Yes

Ready

"Telstra Mobile Telstra"
LTE Band 7

USIM Card 1 Running...
Ready

at 25431, dBm: -63
10.98.185.164
255.255.255.248
10.98.185.165
10.4.130.164:53, 10.5.136.242:53
Connected

00:07:43

01:52:01

http://www.comset.com.au !
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Device List

Basic Network

WLAN

Advanced Network

Firewall
VPN Tunnel

Administration

|-" NOTE

Wireless (5 GHz)

MAC Address
Wireless Mode
Wireless Network Mode
Interface Status
Radio

SsiD

Broadcast
Security

Channel

Channel Width
Interference Level

Rate

Wireless (2.4 GHz)

MAC Address
Wireless Maode
Wireless Network Mode
Interface Status
Radio

SsiD

Broadcast
Security

Channel

Channel Width
Interference Level

Rate

CM510Q-W Router User Manual

34:04:98:12:55:08

Access Point

Auto

Up (LAN)

Enabled +

Comset Router_125507_5G
Enabled

WPA / WPA2 Personal + TKIP / AES
149 - 5.745 GHz

50 MHz

Acceptable

433 Mbps

34:0A:98:12:55:07
Access Point

Auto

Up (LAN)

Enabled +

Comset Router_125507
Enabled «

WPA / WPA2 Personal + TKIP / AES
T - 2.442 GHz

40 MHz

Acceptable

200 Mbps

Figure 3-5 Router Status GUI

After login, a note highlighted in red will prompt you to change the router password.

Follow the prompts and change the login password.

You haven't changed the default password for this router. To change router password  dlick here.

System Status

The router will reboot, and the GUI will display “already changed login password

successfully”.

Already changed login password successfully.

http://www.comset.com.au !
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3.2.2 Traffic Statistics

Go to Status >Traffic Stats. Here you can check Cellular/WAN traffic in real-time:

Already changed login password successfully.

Traffic Stats.

Device List Interface Transmit Data Receive Data

Basic Network

% WLAN

Advanced Network

g Firewall

VPN Tunnel

Administration

3.2.3 Device List
Go to Status > Device List. Here you can check the connected devices:

Already changed login password successfully.

© status
Overview
Device List

Traffic Stats.
Device List

Interface MAC Address 17 Address Name Rssl Quality TX/RX

5 Rate

Basic Network

bro 34:.9971.00:03:79 192.168.1.17 =

WLAN

Advanced Network

¢ Firewall

Cellular{ ush0 ) 1250 MB 11.28 MB

Lease

232336

’ m

It

| P

13
o4

Already changed login password successfully.

System
Router Name Comset Router
Tools & Bandwidth » IP Traffic = System £3

http://www.comset.com.au
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3.3.1 Tools

3.3.1.1 Ping

Click on Tools > Ping. This is used to test the reachability of a host on an Internet IP
network and to measure the round-trip time for messages sent from the originating host to
a destination server.

Status Already changed login password successfully.
o /2 Ping i Trace 3 WOL B log & Capture
Traffic Stats.
Device List
Ping
@ Basic Network
1P Address 8838 Ping
% WLAN
@ Advanced Network Ping Count 3
8 rirewall Packet Size 56
@ vPN Tunnel
A Administration Seq Address RX Bytes TTL RTT(ms) +/- (ms)
0 88238888 64 54 5433
1 88.88(88.88) 54 54 3407 -2026
2 88238888 64 54 4299 2.92
3 @888 (8888) 54 54 3180 -11.20
4 882388288 64 54 4080 2.00

Round-Trip: 31.795 min, 40.797 avg, 54.331 max
Packets: 5 transmitted, Sreceived, % lost

3.3.1.2 Trace

Click on Tools > Trace. This is a diagnostics tool for displaying the route and measuring
transit delays of packets across an Internet IP network.

© status Already changed login password successfully.
Overview
Traffic Stats.
Device List

/2 Ping r#h Trace G woL ™ Log & Capture

Trace Route
Basic Network

IP Address 8.8.8.8 Trace
WLAN
Advanced Network Maximum Hops 20
Firewall Maximum Wait Time 3 seconds per hop
VPN Tunnel
Administration min
Hop Address (ms) max (ms) avg (ms) +/- (ms)

3.3.1.3 WOL

Click on Tools > WOL. This tool is used to wake up connected devices via WOL protocol.
Clock the left mouse button to wake up the devices.
http://www.comset.com.au !
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/* Ping h Trace
Device List

Wake On Lan
Basic Network

MAC Address

% WLAN

34:59:71:05:03:79
Advanced Network

MAC Address List

Wake Up ~

Firewall

VPN Tunnel

Administration

3.3.1.4 Log

Already changed login password successfully.

G woL W log & Capture
IP Address Status Name ~
192.168.1.17 Active (In ARP)

o

Refresh

Click on Tools > Log. This tool is used to check logs and send logs to the server.

2 Ping
Device List
Logs
Basic Network
View

WLAN

Advanced Network

Firewall

VPN Tunnel

Administration

3.3.1.5 Capture

r#h Trace

Already changed login password successfully.

G wWOoL m Log & Capture

Download Log File

= Logging Configuration

Click on Tools > Capture. This tool is used to capture LAN/WAN data packets for analysis.

Overview

A Ping i Trace
Traffic Stats.
Device List
Capture

Basic Network

Timel
WLAN

Network

Advanced Network

3.3.2 Bandwidth

Already changed login password successfully.

G woL & Log & Capture

LAN ¥

Click on “Bandwidth” to check Cellular/LAN/WiFi bandwidth in real-time.

http://www.comset.com.au !
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System ¥

LN

Comset

= WA COMSBLCOMM.au

k3
13
&

Already changed login password successfully.

% Real-Time

Traffic Stats.

Device List

Real Time Bandwidth

e

Basic Network

T WLAN
Advanced Network
85.50 mbit/s (10.69 MB/s)

Firewall

VPN Tunnel

7.00 mbit/s (7.13 MB/s)

11400 mbit/s (14.25 ME/s) =

Administration

28.50 mbit/s (3.56 MB/s)

{12 minute window, 2 second interval}

. s .07 kbit/s .20 mbit/s E
RX 0.74 kbt 2542.67 xbit/s 110.26 mbi 181.86
= Avg Peak Total

+  (0.09 K8B/s) (310.38 xBys) (13.14 mers) MB

TX  0.00 kbit/s 838.59 kbit/s 33.86 mbit/s 59.58
PR Avg 4 Peak i Total

+  (0.00 K8/s) (102.37 uB/s) {4.04 mass) MB

3.3.3 System

Click on “System” to perform a software reboot, hardware reboot or to logout.

Tools ¢ Bandwidith » IP Traffic « System £¢

Reboot ()

Hardware Reboot ()

http://www.comset.com.au !
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3.4 Basic Network

3.4.1 WAN Settings

Go to Basic Network > WAN. Here you can select DHCP, PPPoE or Static IP address.

X

Comset

AR EDITISEL COIT.a0U

®

1%
13

Already changed login password successfully.

WAN / Internet

‘ Disabled

Type

Disabled

DHCP

PPPOE

i !
Static Address

Advanced Network

Firewall

VPN Tunnel

Administration

Click “Save” to finish. The router will reboot.

3.4.2 Cellular Settings

Step 1 Select Basic Network> Cellular. Here you can enter the APN of your SIM card.
If you have a dual-SIM router, you will need to enter the APN for both SIM1 and
SIM2. Dual SIM mode can be “Failover”, “SIM 1 only”, “SIM 2 only” or “Backup”.

http://www.comset.com.au 2
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A :

Cpmse_t

It
13

WA COmS et cam A

@ status Already changed login password successfully.

i Cellular Settings

WAN
Cellular Enable Modem
LAN
VLAN
Schedule
HE Use PP
Routing
WLAN ICMP Check
frlineediiietng & Cellular Traffic Check
Firewall
CIMI Send to
VPN Tunnel
SMS Code

Administration

Operator Lock

Band Lock Auto ¥ Currently Available Bands: B7

DualSim Mode Fail Over v
Fail Over

SIM 1 Only
Savev’ Cancel X

SIM 2 Only

Backup

http://www.comset.com.au !
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Cellular Settings

Enable Modem
Basic Settings SIM 1 m
SIM 1 Mode ‘ Auto A

SIM 1 PIN Code

SIM 1 APN telstra.internet
SIM 1 User

SIM 1 Password

SIM 1 Dial Number *09#

SIM 1 Auth Type Auto v

SiM 1 Local IP Address

Savev’ Cancel X

http://www.comset.com.au !
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Cellular Settings

Enable Modem

SIM 2

SIM 2 Mode Auto v
SIM 2 PIN Code

SIM 2 APN telstrainternst

SiM 2 User

SIM 2 Password

SIM 2 Dial Number *09#

SiM 2 Auth Type Auto v

SIM 2 Local IP Address

Table 3-1 Cellular Instructions

Item Description

Enable Modem Enable/disable 4G modem.

Use PPP Default dial-up is ECM. PPP is optional.

ICMP check To enable or disable “ICMP check” rules. Enable the ICMP

check and setup a reachable IP address as a destination IP.
When “ICMP check” fails, the router will reconnect/reboot.

Cellular Traffic Check The router will reconnect/reboot if there is no Rx/Tx traffic.

CIMI Send to Send CIMI to a defined IP address and port via TCP protocol.
Operator Lock Lock the router to a specific carrier by MCC/MNC code.
Band Lock Lock the router to a specific band. i.e. Band 28.

http://www.comset.com.au 5
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Dual SIM Mode

Fail Over: When SIM 1 fails, the router will switch to SIM 2.
When SIM 2 fails, the router will switch back to SIM 1.

SIM1 Only: Just SIM1 is available.
SIM2 Only: Just SIM2 is available.
Backup: SIM1 is the primary SIM. When SIM 1 fails, the router

will switch to SIM 2 and stays on SIM 2 for a set period at the
end of which it will switch back to SIM 1.

Connect Mode

Auto: The router will connect automatically to 3G or 4G, with
priority given to 4G.

LTE: Router will only connect to 4G.

3G: Router will only connect to 3G.

Pin Code By defau_lt, leave this field blank. In some cases, SIM cards are
locked with a PIN code.
APN APN is provided by your ISP. l.e. “telstra.internet” if using a
Telstra SIM card.
Username SIM card username is provided by your ISP. Usually leave blank.
Password SIM card password is provided by your ISP. Usually leave blank.
Auth. Type Authentication is required in some cases (i.e. when using

telstra.corp APN). Options are: Auto/PAP/Chap/MS-Chap/MS-
Chapv2.

SIM Local IP Address

Fixed SIM IP address. This feature is available if your carrier
can provide this service.

NOTE [CMP Check and Cellular Traffic Check are different.
[ICMP Check]

If you enable ICMP, the router will automatically check whether the defined IP
address is reachable every 60s. If the IP address is unreachable and the ICMP
check fails the first time, it will check twice again at a 3s interval. If the ICMP
check fails the third time, the router will implement the “fail action” as

configured.

The Check IP is a public IP or a company server IP address.

http://www.comset.com.au %
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sk Cellular Settings
WAN
Enable Modem
Basic Settings SiM 1 SiM 2
e
DDNS Use PPP
Routing
i v
A CMP Check B8
Advanced Network Check 1P 8.8.8.8
Firewall
Check IP {Optional) 2244
VPN Tunnel
Interval &0 seconds)
Administration
Retries 3
Fail Action Reboot System Y

[ Cellular Traffic Check]

[ Check Mode] there are three modes, Rx (Receive), Tx (Transmit) and Rx/Tx
check modes.

[Rx] The router will check the 4G/LTE cellular traffic received. If no traffic is
received within the defined check interval time, the router will implement the “fail
action” selected, cellular reconnect or reboot.

Cellular Traffic Check

Check Mode Rx Y

Check Interval 10 minutes)Range: 1 ~ 1440
Fail Action Cellular Reconnect v

Step 2 To save your configuration, click on the “save” button.

http://www.comset.com.au !
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3.4.3 LAN Settings

Please follow the instructions below:

Step 1 Go to Basic Network > LAN

LAN
VLAN
Schedule
DDNS

Routing

WLAN

Advanced Network

Firewall

VPN Tunnel

Administration

Already changed login password successfully.

LAN v
Bridge ~ IP Address Subnet Mask DHCP Server IP Pool Lease(minutes)

bro 192.168.1.1 255.255.255.0 b 192.168.1.2-51 1440

DNS v

Use Custom DNS

Table 3-2 LAN Settings Instructions

Item Description

Bridge Supports four LAN IP addresses from br0 to br3. If VLAN
is required, please go to the VLAN page.

IP Address Router IP address. Default IP is 192.168.1.1

Subnet Mask

Router subnet mask. Default mask is 255.255.255.0

DHCP

Dynamic allocation IP service. When enabled, it will show
the IP address range and lease option

IP Pool IP address range within the LAN
Lease The valid time
Add Add a LAN IP address. Supports four LAN IP addresses.

Step 2 Click “save” to save the configuration. The device will reboot.
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3.4.4 VLAN Settings
Go to Basic Network > VLAN

VLAN v

VID ~ LAN1 Tagged LAMN2 Tagged LAN3 Tagged LAN 4 Tagged WAN Tagged Bridge

1 e b o :-c v 3 o b v % bro
2 :-c * * % " % X X X B WAN
o v none ¥

Parameter Instructions

VID VLAN ID number. The VID ranges from 1 to 15.

LAN1~LAN4, WAN | LAN

Tagged Enable to allow the router to encapsulate and de-encapsulate
the VLAN tag.
Bridge Router’s interfaces br0, br1, br2, br3 and WAN

Click “Save” to finish.
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3.4.5 Schedule
Go to Basic Network > Schedule.

O

Comset

WAN
Cellular
LAN
VLAN
Schedule

Routing

T WLAN

@ Advanced Network

a Firewall

() vPN Tunnel

a Administration

Already changed login password successfully.

Enabled Links

Link Name Link Type Description

modem ECM/OMI

ICMP Check

On Link Destination Interval Retries Description

Schedule

On Link 1 Link 2

modem ¥

Policy Description

maodem b FAILOVER *

Savev’ Cancel %

Parameters Instruction

modem The router dials up to the network via the 4G modem.

wan The router dials up to the network via the WAN port (DHCP, PPPOE,
Static IP)

ICMP Check | When the ICMP Check fails, the switching action between Link1 and
Link2 will be triggered.

Link1 The Primary link

Link2 The Secondary link

BACKUP . . . . . L .
Link1 is the primary link. If Link1 fails, the router will switch to Link2. As
soon as Link1 recovers, the router will switch back to Link1.

FAILOVER Link1 is the primary link. If Link1 fails, the router will switch to Link2. If

Link2 fails, the router will switch back to Link1.
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Link Name Link Type Description
modem ECM/QMI

wan WAN(STATIC)
ICMP Check b4
On Link Destination Interval Retries Description

v wan 8888 10 5

Add +
Schedule v
On Link 1 Link 2 Policy Description
wan v modem v FAILOVER ¥ wan as primary and modem as secondary
Add +

The VLAN should be configured with WAN and 4G backup together. Please define WAN port
as bridge WAN interface in the VLAN GUI as below.

@ s
— Already changed login password successfully.

® Basic Network

Wikl VLAN ad
Cellular VD ~ LAN1 Tagged LANZ Tagged LANZ Tagged LAN 4 Tagged WAN Tagged Bridge
1 - x - x - x v x x x brd
| 2 x x x x x x x x v ] WAN

-
& Advanced Network

& VPN Tunnel

R Administration

Click “Save” to finish.

3.4.6 Dynamic Settings
Please follow the instructions below:

Step 1 Go to Basic Network > DDNS and enter the DDNS settings:
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Dynamic DNS

IP Address
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Use WAN IP Address 120.157.126.87 (recommended) ¥

Auto refresh every 28

Dynamic DNS1
Service DynDNS - Dynamic v
URL http://www.dyndns.com/
Username techsupport
Password TP
Hostname comsetdyn.dyndns.org
Wildcard
MX
Backup MX
Save state when IP changes (nvram commit)

Force next update

Last IP Address

Last Result

97202079, 10:20:00 AM:

Update successful,

Table 3-3 DDNS Settings Instructions

ltem

Description

IP address

The default is standard DDNS protocol.

Auto refresh
time

Set the interval for the DDNS client to obtain a new IP. We
suggest 240s or above

Service
provider

Select the DDNS service provider from the list.

Step 2 Click “Save” to finish.

http://www.comset.com.au 2




CM510Q-W Router User Manual

3.4.7 Routing Settings
Step 1 Go to Basic Network > Routing.

Already changed login password successfully.

Current Routing Table

Destination Gateway / Next Hop Subnet Mask Metric Interface
120.157.126.88 * 255,255.255.255 a WAN
120.157.126.80 * 255.255.255.240 0 WAN
192.168.1.0 = 255,255.255.0 a LAN
127.00.0 - 255000 0 lo
default 120.157.126.88 0.0.0.0 a WAN

g Firewall
Ve Static Routing Table
unmn
',\ Adimiin g Destination Gateway Subnet Mask Metric Interface Deseription
ministration
0.0.00 0 LAN ¥

Miscellaneous

Mode Gateway ¥
RIPvT Bv2 Disabled ¥
DHCP Routes

Spanning-Tree Protocol

Save v Cancel x

Table 3-4 Routing Settings Instructions

Item Description
Destination Destination IP address.
Gateway Next hop IP address which the router will reach.

Subnet Mask Subnet mask for destination IP address.

Metrics are used to determine whether one particular route should

Metric be chosen over another.
Interface Interface from router to gateway.
Description Describes the routing function.

Step 2 Click “Save” to finish.
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3.5 WLAN Settings

3.5.1 Basic Settings

Please follow the instructions below:

Step 1 Select “WLAN>Basic Settings”

Status Already changed login password successfully.

Basic Network -
Radio Mode 246G + 56 V:

= WLAN
Basic Settings Wireless(2.4 GHz) | Wireless(5 Giz)
MuftiSSID
Ensble WLAN
Wireless Survey e a
& Advanced Netwark T 340A:08:12:55:07
Feeeal Wireless Mode Access Point ||
) VPN Tunnel -
Wireless Metwork Mode Auto 14l
R Administration .
ssiD Comset Router 125507
Broadcast 31D [ -]
Channel T-2diza (g
Channel Width HOMHz V|
Control Sidsband Lower [+
Maximum Clients 128
S WPA / WPA2 Personal {v‘
TS TKIP £ AES
Shared Key Réndom

Group Key Renewal 3600

@ MoreInfa
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Wireless(2.4 GHz) zss(5 GHz)

Enable WLAN

MAC Address

Wireless Mode

Wireless Network Mode

SsiD

Broadcast 5510

Channel

Channel Width

Control Sideband

Maximum Clients

Security option

Encryption

Shared Key

Group Key Renewal

CM510Q-W Router User Manual

-]

34:0A:98:12:55:07
Access Point E’_:
Auto li
Comset Router_125507

T-2.442 GHz

TKIP / AES

3600 sEconds,

Random
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Bl viessia
Enable WLAN
MAC Address 34:0A:98:12:55:08
Wireless Mode Access Point E‘
Wireless Network Mode Auto ™
S50 Comset Router_125307_3G
Broadcast 5510
Channel Auto e
Channel Width 80 MHz |¥
Control Sideband Upper: |¥
Maximum Clients 128

Security option

Encryption

Shared Key

Group Key Renewal

WPA / WPA2 Personal b
TKIP / AES |¥
Random

3600

Table 3-5 Basic Settings Instructions

Item Description
Radio Mode 2.4G+5G default mode.
Enable wireless Enable or Disable WiFi.

Wireless mode

Supports AP mode.

Wireless Network
protocol

Supports Auto/b/g/n for 2.4G.
Supports Auto/a/n for 5G.

SSID The default is ‘Comset Router 2.4GHZz’ or ‘Comset Router 5GHZ,
but this can be changed.
Channel The channel of wireless network. We suggest keeping the default.

Channel Width

20MHz and 40MHz for 2.4G.
20MHz, 40MHz and 80MHz for 5G.

Security

Supports various encryption methods.

Step 2 Click “Save” to finish.
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3.5.2 Wireless Survey
Go to “WLAN> Wireless Survey” to check survey.

Status ~
Already changed login password successfully.

Basic Network

Wireless Site Survey
WLAN
LIS Last Seen ~ SSiD BSSID R5SI Moise Quality ~ Ch  Capabilities Rates
MultiSSID
Wireless Survey 0 added, 0 removed, 0 total.

Last updated: Mon &:57-31
Advanced Network

Firewall 4 Auto Expire _": Auto Refresh |

VPN Tunnel

A Administration

Figure 3-7 Wireless Survey Settings GUI

3.6 Advanced Network Settings

3.6.1 Port Forwarding

Please follow the instructions below:

Step 1 Go to “Advanced Network > Port Forwarding”
@ Status <
Already changed login password successfully.

@ Basic Network
PortForwarding

WLAN

On  Proto Src Address Ext Ports Int Port Int Address Description ~
Advanced Network:

x  UDP 1000,2000 192.168.1.2 ex: 1000 and 2000
Port Forwarding
Port Redirecting % Both 1000-2000.3000 192.168.1.2 ex: 1000 to 2000, and
DMZ
IP Passthi h : 1000 to 2000,

i % Both 11.1.0/24 1000-2000 pmggs i ST
Triggered
Captive Portal + di
P % TP 1000 2000 182.168.1.2 ex.rtdlf'ferent internal

Serial App. po

UPnP/NAT-PMP

w

Bandwidth Limiter -

Static DHCP
# Src Address (optional) - Forward only if from this address, ex: "1.2.3.4", "1.2.3.4 - 2.3.4.5", "1.2.3.0/24",
Faedai "me.example.com”.
# Ext Ports - The ports to be forwarded, as seen from the WAN, ex: "2343", "200,300", "200-300,400",
B} VPN Tunnel # Int Port {optional) - . The destination port inside the LAN. If blank, the destination port is the same as Ext Ports,
Only one port per entry is supported when forwarding to a different internal port..
B Administration ® Int Address -The destination address inside the LAN.

Cancel®

Figure 3-8 Port Forwarding GUI
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Table 3-7 Port Forwarding Instructions

Item Description

Protocol Supports UDP, TCP, both UDP and TCP.

Src. Address Source IP address. Forwards only if from this IP address.

Ext. Ports External ports. The ports to be forwarded, as seen from the
WAN.

Int. Port Internal port. The destination port inside the LAN. If blank,
the destination port is the same as Ext Ports. Only one port
per entry is supported when forwarding to a different
internal port.

Int. Address Internal Address. The destination address inside the LAN.

Description Brief rule description.

Step 2 Click “save” to finish.

3.6.2 Port Redirecting

Go to Advanced Network > Port Redirecting.

@ Status

@ Basic Network

T WLAN

@ Advanced Network

Port Forwarding
Port Redirecting
DMZ

IP Passthrough
Triggered
Captive Portal

Serial App.

Already changed login password successfully.

PortRedirecting

On  Proto Int Port
w [

Dist Address Ext Port

Eapet

ltem Description
Protocol Supports UDP, TCP or both UDP and TCP.
Int Port Internal port.

Dst. Address

The destination IP address.

Ext. Ports

External ports.

Description

Brief rule description.

Click “Save” to finish.

3.6.3 DMZ Settings

Please follow the instructions below:
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Step 1 Go to “Advanced Network> DMZ” to check or modify the relevant parameters.

@ Status Already changed login password successfully.

@ Basic Network

DMZ
= WLAN
Enable DMZ
& Advanced Network
Port Forwarding Internel Address
Port Redirecting
DMZ Source Address
IP Passthrough Restichian
Triggered
Captive Portal
: Leave CLI Remote Access {Redirect remaote sccess ports for CLI to router)
Serial App.
UPnP/NAT-PMP
Leave WEB Remote {Redirect remote access ports for HTTP(s) to router)

Bandwidth Limiter
Access

- I:EHL_EI 2

VRRP
Static DHCP

Firewall

Figure 3-9 DMZ GUI

Table 3-8 “DMZ” Instructions

Item Description

Destination The destination address inside the LAN.

Address

Source If no IP address is entered, it will allow access to all IP
Address addresses. If a defined IP address is entered, it will just
Restriction allow access to that IP address.

Leave Remote

Access

Step 2 Click “save” to finish.

3.6.4 IP Pass-through Settings

Step 1 Go to “Advanced Network> IP Passthrough” to check or modify the relevant
parameters.

o Already changed login password successfully.

@ Basic Network

|P Passthrough
= WLAN
Enabled
€ Advanced Network
Port Forwarding MAC Address
Port Redirecting
DMZ Gateway

IP Passthrough

Triggered

Captive Portal

Serial App.
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ltem Description

Enable Enable IP Pass-through

MAC Address Enable DHCP of device. Configure device Mac.
Device will be assigned SIM IP.

Gateway If the CM510Q-W is connected to multiple devices, input
devices gateway.

Step 2 Click “save” to finish.

3.6.5 Triggered Port Forwarding Settings
Please follow the instructions below:

Step 1 Go to “Advanced Network> Triggered” to check or modify the relevant parameters.

@ S .
e Already changed login password successfully.

@ Basic Network

Triggered Port Forwarding

WLAN
On  Protocol  Trigger Ports Forwarded Ports Description ~
& Advanced Network
x TP 3000-4000 5000-6000 ex: open 5000-6000 if 3000-4000
Port Forwarding
Port Redirecting TP |
DMZ
IP Passthrough
Triggered
Captive Portal
EIVELE o (200-300).
Serial App. ® These ports are automatically closed after a few minutes of inactivity.

UPnP/NAT-PMP

S EAEE
Save

VRRP

Static DHCP

Figure 3-10 Triggered GUI

Table 3-9 “Triggered” Instructions

Item Description

Protocol Supports UDP, TCP or both UDP and TCP.

Triggered Ports | Triggered Ports are the initial LAN to WAN "trigger".

Transferred Forwarded Ports are the WAN to LAN ports that are

Ports opened if the "trigger" is activated.

Note Port triggering opens an incoming port when your
computer is using a specified outgoing port for specific
traffic.

Step 2 Click “save” to finish.
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3.6.6 Captive Portal

Please follow the instructions below:

Step 1 Go to Advanced Network> Captive Portal to check or modify the relevant parameters.

@ Status

® Basic Network

Already changed login password successfully.

Captive Portal
= WLAN
Enabled
& Advanced Network
Port Forwarding Auth Type NONE v
Port Redirecting
DMz WEB Root Default |
IP Passthrough
Triggered WEE Host
Captive Portal
Sersd fon: Portal Host
UPnP/NAT-PMP
Login Timeout 0
Bandwidth Limiter
VRRP
Idle Timeout 0
Static DHCP
Firewall Ignore LAN [~ ]

B} VPN Tunnel

MR Administration

Redirecting http:// www.google.com
MAC Address Whitelist

Download QOS

Upload QOS5

I::EHEEI =

ltem Description

Enable Enable Captive Portal.

Auth Type Reserved.

Web Root Choose captive portal file storage path.
Default: Captive portal file is in the firmware as default.
In-storage: Captive portal file is in the router’s Flash.
Ex-storage: Captive portal file is in extended storage such as SD
card.

Web Host Configure domain name for the captive portal.

Portal Host Reserved.

Login Timeout Maximum time the user can be online. At the end of the defined
time, the user needs to re-login.

Idle Timeout Maximum time the user can be online if there is no network activity
via WiFi. At the end of the idle time, the user needs to re-login.
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ltem Description

Ignore LAN If enabled, LAN devices will bypass the Captive Portal page.

Router will redirect to the defined link after accepting the terms and

Redirecting conditions on the Captive Portal page.

MAC Whitelist No captive portal page for Wi-Fi devices.

Download QoS Enable to apply the Download Bandwidth limit per user.
Upload QoS Enable to apply the Upload Bandwidth limit per user.

Click “save” to finish.

3.6.7 Serial App Settings

Please follow the instructions below:

Step 1 Go to “Advanced Network>Serial App” to check or modify the relevant parameters.

Dakie Already changed login password successfully.

@ Basic Network

Serial to TCP/IP

F WLAN
IPoC Mode Serial i
& Advanced Network =
Port Forwarding Serial to TCP/IPMode Disabled %

Port Redirecting
DMZ

IP Passthrough
Triggered

Captive Portal

Serial App.
UPnP/NAT-PMP
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@ Status Serial to TCP/IP

RNt IPoC Mode Serial lVi
WLAN -

Serial to TCP/IPMode Client >

Advanced Network -
Port Forwarding Server IP/Port 38848
Port Redirecting 40002
DMZ o
IP Passthrough Socket Type TCP V _
Triggered
Captive Portal Socket Timeout 300 milliseconds)
fJi::i:i?—PMP Serial Timeout 500
Sl Packet Payload 1024 (Bytes

VRRP
Static DHCP

F 0 Heart-Beat Content
3 Firewal

&3 VPN Tunnel Heart-Beat Interval 2 (secands

B Administration

Port Type R5485/R5232 |v
Cache Enable

Debug Enable

Baud Rate 57600 |VI
Parity Bit none |V

Data Bit ] .V_:

Stop Bit 1 B

G} More Info

Parameter Instruction

Serial to TC/IP | Options are: Disable, Server and Client mode.
mode

Server IP/Port | IP address and domain name are acceptable for Server IP

Socket Type Supports TCP/UDP protocol.

Socket Timeout | Router will transmit data to the serial port at the end of the
defined time.

Serial Timeout | Serial Timeout is the waiting time for transmitting the data
package that is less the Packet payload.
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Parameter Instruction
The default setting is 500ms.

Packet payload | Packet payload is the maximum transmission length for
serial port data packet. The default setting is 1024bytes.

Heart-beat Send heart-beat to the defined server to keep the router

Content online. It is convenient to monitor the router from the
server.

Heart-beat Heart-beat interval time.

Interval

Baud Rate 115200 as default.

Parity Bit None as default.

Data Bit 8bit as default.

Stop Bit 1bit as default.

m NOTE

Serial port connection:

PINs DB9(male)

V+
V-
GND
RX
X
DI-1
DI-2
DO

()]

N (W

Click “save” to finish.

3.6.8 UPnP/NAT-PMP Settings
Go to “Advanced Network> UPnP/NAT-PMP” to check or modify the relevant parameters.
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@ Status

@ Basic Network

" WLAN

9 Advanced Network
Port Forwarding
Port Redirecting
DMz
IP Passthrough
Triggered
Captive Portal
Serial App.
UPnP/NAT-PMP
Bandwidth Limiter
VRRP
Static DHCP

B Firewall
B} VPN Tunnel

A Administration

Click “Save” to finish.

Forwarded Ports

Ext Ports

Settings

Enable UPnP
Enable NAT-PMP
Inactive Rules Cleaning

Secure Mode

Show In My Metwork
Places

m Lancels

Int Port

CM510Q-W Router User Manual

Already changed login password successfully.

Internal Address

Protocol

Description

when enabled, UPnP clients are aliowed to add mappings only to their 1P}

3.6.9 Bandwidth Control Settings

Please follow the instructions below:

Go to “Advanced Network> Bandwidth Limiter” to check or modify the relevant parameters.

Status
Basic Network
* WLAN

@ Advanced Network

Port Forwarding
Port Redirecting
DMz

IP Passthrough
Triggered
Captive Portal
Serial App.
UPnP/NAT-PMP
Bandwidth Limiter
VRRP

Static DHCP

B2 Firewall

B VPN Tunnel

A Administration

Bandwidth Control

Enable Control

IP|IP Range | MAC Address

Default Class

Enable Default Class

Already changed login password successfully.

DLRate DLCell

ULRate

ULCeil Prionty

MNorm »

Max Available Download

Maximum download speed available.
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Max Available Upload

Maximum upload speed available.

IP/ IP Range/ MAC Address

Limits devices speed for specified IP/ IP Range/ MAC
Address.

DL Rate Max download rate.

DL ceil Max download ceiling.

UL Rate Max upload rate.

UL ceill Max upload ceiling.

Priority The priority for a specific user.

Default Class

If no IP/MAC are specified, the download and upload limits
are total available speeds for all devices.

Click “Save” to finish.

3.6.10 VRRP Settings

Go to “Advanced Network> VRRP” to check or modify the relevant parameters.

@ Status
@ Basic Network
" WLAN

& Advanced Network

Port Forwarding
Port Redirecting
DMZ

IP Passthrough
Triggered
Captive Portal
Serial App.
UPnP/NAT-FMP
Bandwidth Limiter
VRRP

Static DHCP

Firewall

B VPN Tunnel

A Administration

Click “Save” to finish.

Already changed login password successfully.

VRRP
Enable VRRP
Mode backup IV
Virtual IP 192.168.1.3

Virtual Router ID

Pricrity 100

Authentication

Script Type Default "I
Check Interval 3
Weight 10

Cancel X
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3.6.11 Static DHCP Settings

Go to “Advanced Network> Static DHCP” to check or modify the relevant parameters.

Status .
Already changed login password successfully.
Basic Netwark
Static DHCP
= WLAN
MAC Address IP Address Haostname ~ Description
Advanced Network
Port Forwarding 00:00:00:00:00:00
192.168.1.2
Port Redirecting 00:00:00:00:00:00
DMZ
IP Passthrough

Triggered

Captive Portal
UPnP/NAT-PMP
Bandwidth Limiter
VRRP

Static DHCP

B3 Firewall

) VPN Tunnel

A Administration

Click “Save” to finish.
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3.7 Firewall

3.7.1 IP/URL Filtering

Go to “Firewall>IP/URL Filtering” to check or modify the relevant parameters.

@ 5 i
R Already changed login password successfully.

@ Basic Network

1P/MAC/Port Filtering

= WLAN
On Src MAC SrclP Det IP Protocol  Src Port Dst Port Policy Description
€ Advanced Network
| .|
MNOM ~ | Acci~|

Firewall

IP/URL Filtering

Domain Filtering

(3 VPN Tunnel Key Word Filtering
M. Administration On Key Word Description
URL Filtering
On URL Description

Access Filtering
On  Src MAC SrcIP Dst P Protocol  Src Port Dst Port Policy Description

MO~ | Acc!v:

ltem Description

IP/MAC/Port Supports IP address, MAC address and Port filtering.

Filtering “Accept/Drop” options for filter policy.
Key Word Supports key word filtering.
Filtering

URL Filtering Supports URL filtering.

Access Supports Access filtering.
Filtering

Click “Save” to finish.

http://www.comset.com.au !



CM510Q-W Router User Manual

3.7.2 Domain Filtering

Go to “Firewall> Domain Filtering” to check or modify the relevant parameters.

e Already changed login password successfully.

Basic Network
Domain Filtering
WLAN
On
Advanced Network
3 Firewall Default Policy White List |~ |
IP/URL Filtering & i = iscrislion

Domain Filtering

) VPN Tunnel

A Administration

Cancel

Parameter Instruction

Default Policy Supports black list and white list.

Local IP Local IP address for LAN.
Address
Domain Supports Domain filtering.

Click “Save” to finish.
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3.8 VPN Tunnel

3.8.1 GRE Settings

Please follow the instructions below:

Step 1 Go to “VPN Tunnel> GRE” to check or modify the relevant parameters.

@ S
Bl Already changed login password successfully.

9 Basic Network

GRE Tunnel
= WLAN
Tunnel Tunnel Tunnel i . «

& Advanced Network gn ) e Address Source Destination Ketpalive (sl Reties Description
Firewall
B VPN Tunnel

GRE

OpenVPN Client

PPTP Server GRE Route

PPTF Online

PPTP/L2TP Client On Tunnel Index ~ Dectination Address Description

IPSec

1 -

A Administration

Cancel®

Figure 3-15 GRE Settings GUI

Table 3-12 “GRE” Instructions

Item Description

IDx GRE Tunnel number.

Tunnel Address GRE Tunnel local IP address which is a virtual IP
address.

Tunnel Source Router's 4G/WAN IP address.

Tunnel Destination | GRE Remote IP address. Usually a public IP address.

Keep alive GRE tunnel keep alive to keep GRE tunnel
connection.

Interval Keep alive interval time.

Retries Keep alive retry times.

Description

Step 2 Click “Save” to finish.
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3.8.2 Open VPN Client Settings

Please follow the instructions below:

Step 1 Go to “VPN Tunnel> OpenVPN Client” to check or modify the relevant parameters.

Status

Already changed login password successfully.
Basic Network

OpenVPN Client
F WLAN

Advanced Network _ A

Firewall

Basic Advanced Keys Status

VPN Tunnel
WPN Client #1 (5t dj
GRE [Stopped)
OpenVPN Client Start with WAN
PPTP Server
FPTP Online derdben dpe TUN iv
PPTP/L2TP Client
IFSec Protocol uDp |V
M Administration
Server Address 1194
Firewall Automatic |¥ |
Authorization Mode TS v
Usernarme/Password
Authentication
HMAC authorization Disabled !V
Create NAT on tunnel u
Start Now

Table 3-13 “OpenVPN Client” Instructions

Parameter Instruction
Start with WAN Enable the Openvpn feature for 4G/3G/WAN port.
Interface Type Tap and Tun type options available.

Tap is for bridge mode and Tunnel is for routing mode.

Protocol UDP and TCP options available.

Server Address The Openvpn server public IP address and port.
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Parameter

Instruction

Firewall

Automatic and custom options available.

Authorization Mode

TLS, Static key and Custom options available.

Username/Password
Authentication

As per user’s configuration.

HMAC authorization

As per user’s configuration.

Create NAT on
tunnel

Configure NAT in Openvpn tunnel.

Step 2 Click “save” to finish.
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Client 1 Clie

Basic Ldvanced Keys Status

VPN Client #1 (stopped)

Poll Interval Q

Redirect Internet traffic

Accept DMS Disabled

configuration

Encryption cipher Use Default V
Compression Adaptive |v

TLS Renegotiation Time -1

Connection retry 30

Verify server certificate
(tls-remaote)

Custom Configuration

Start Mow

, Cancel *
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ltem

Description

Poll Interval

Openvpn client checks router’s status at interval time.

Redirect Internet
Traffic

Configure Openvpn as default routing.

Access DNS

As per user’s configuration.

Encryption

As per user’s configuration.

Compression

As per user’s configuration.

TLS Renegotiation
Time

TLS negotiation time. -1 as default for 60s.

Connection Retry
Time

Openvpn retry to connection interval.

Verify server
certificate

As per user’s configuration.

Custom
Configuration

As per user’s configuration.
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15

—
in,

Keys Sta

VPN Client #1 (Stopped)

For help generating keys, refer to the OpenVPM HOWTO.

Certificate Authority

Client Certificate

Client Key

Start MNow

Save Cancel =

Parameter

Instruction

Certificate Authority

Keep certificate the same as the server.

Client Certificate

Keep client certificate the same as the server.

Client Key

Keep client key the same as the server.
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OpenVPN Client

Client 1 Client2

VPN Client #1 (Stopped)

Client is not running or status could not be read,

CM510Q-W Router User Manual

Start Mow
Parameter Instruction
Status Check Openvpn status and data statistics.

Click “Save” to finish.

3.8.3 VPN PPTP Server Settings

Please follow the instructions below:

Step 1 Go to “VPN Tunnel> PPTP Server’ to check or modify the relevant parameters.
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Status

Basic Network
WLAN

Advanced Network
Firewall

VPN Tunnel

GRE

OpenVPN Client
PPTP Server
PPTP Online
PPTP/L2TP Client
IPSec

* ‘Administration

OpenVPN Client
PPTP Server
PPTP Online
PPTP/L2TP Client
IPSec

% Administration

CM510Q-W Router User Manual

Already changed login password successfully.

PPTP Server

Enable

Local IP
Address/Metmask

Remote IP Address
Range

Broadcast Relay Mode

Encryption

DINS Servers

WINS Servers

MTU

MRU

Poptap
Custom configuration

Custom iptables if-up
rules

Custom iptables if-down
rules

Notes ~

PPTP User List

Username »

192,168.1.1 / 255.255.255.0

Enabling this may cause HIGH CPU usage

Password

Step 2 Click “save” to finish.
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3.8.4 VPN PPTP/L2TP Client Settings

Please follow the instructions below:

Go to “VPN Tunnel> PPTP/L2TP Client” to check or modify the relevant parameters.

Status

L2TP/PPTP Basic v

Basic Network
Protocol Default
Serv .
= WLAN On - Name Server Username Password Firewall Roiste Local IP
Advanced Network L2TP :v
Firewall
VPN Tunnel
GRE
OpenVPN Client L2TP Advanced v
PPTP Server T | B |
On Mame ~ Accept DNS MTU MRU Vunne T Custom Options

PPTP Online Auth Passward

PPTP/L2TP Client
[E<3
IPSec o

Administration

PPTP Advanced

MPPE Custom

On Name ~ Accept DNS MTU MRU MPPE Stateful Oikiois

NO ~|

Schedule
On Mame1 =~ Name 2 Palicy Description

[~ | FAILOVER o]

Table 2-1 PPTP/L2TP Basic Instructions

Item Instructions

On VPN enable.

Protocol VPN Mode for PPTP and L2TP.
Name VPN Tunnel name.

Server Address | VPN Server IP address.

Username As per user’s configuration.
Password As per user’s configuration.

Firewall Firewall for VPN Tunnel.

Local IP Defined Local IP address for tunnel.
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Table 2-2 L2TP Advanced Instructions

On L2TP Advanced enable.
Name L2TP Tunnel name.
Accept DNS As per user’s configuration.
MTU MTU is 1450bytes as default.
MRU MRU is 1450bytes as default.
Tunnel Auth. L2TP authentication Optional as per user’s configuration.
Tunnel As per user’s configuration.
Password
Custom As per user’s configuration.
Options

Table 2-3 PPTP Advanced Instructions
On PPTP Advanced enable.
Name PPTP Tunnel name.
Accept DNS As per user’s configuration.
MTU MTU is 1450bytes as default.
MRU MRU is 1450bytes as default.
MPPE As per user’s configuration.

MPPE Stateful

As per user’s configuration.

Customs As per user’s configuration.
Table 2-4 SCHEDULE Instructions
On VPN SCHEDULE feature enable.
Name1 VPN tunnel name.
Name2 VPN tunnel name.
Policy Supports VPN tunnel backup and failover modes options.
Description As per user’s configuration.

Click “Save” to finish.
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3.8.5 IPSec Settings

Status

Basic Network

= WLAN

Advanced Network

Firewall

VPN Tunnel

GRE

OpenVPN Client
PPTP Server
PPTF Online
PPTP/L2TP Client
IPSec

A Administration

CM510Q-W Router User Manual

Already changed login password successfully.

IPSec

Group Setup Basic Setup Advanced Setup

Enable IPSec
IPSec Mode
IPSec Extensions

Local Security Gateway 3G Celluta
Interface

Local Security Group
Subnet/Metmask

Local Security Firewalling

Rernote Security Gateway
IP/Domain

Remote Security Group 10.0.0.0/24
Subnet/Netmask

Remote Security Firewalling

Cancel x

3.8.5.1 IPSec Group Setup

Step 1 Go to “IPSec> Group Setup” to check or modify the relevant parameters.
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IPSec

Group Setup Basic Setup Advanced Setup
Enable IPSec

IPSec Mode

|IPSec Extensions

Local Security Gateway
Interface

Local Security Group
Subnet/Metmask

Local Security Firewalling

Remote Security Gateway
IP/Domain

Remote Security Group
Subnet/Metmask

Remote Security Firewalling

Table 3-14 “IPSec Group Setup” Instructions

Item Description
IPSec Supports Standard IPSec, GRE over IPSec, L2TP over
Extensions IPSec.

Local Security | Defines the IPSec security interface.

Interface

Local IPSec local subnet and mask.
Subnet/Mask

Local Firewall Forwarding-firewalling for Local subnet.
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Remote IPSec peer IP address/domain name.
IP/Domain

Remote IPSec remote subnet and mask.
Subnet/Mask

Remote Firewall | Forwarding-firewalling for Remote subnet.

Step 2 Click “save” to finish.

3.8.5.2 IPSec Basic Setup

Step 1 Select “IPSec >Basic Setup” to check or modify the relevant parameters.

IPSec

Keying Mode

Phase 1 DH Group
Phase 1 Encrypticn
Phase 1 Authentication

Phase 1 5A Life Time

Phase 2 DH Group
Phase 2 Encryption
Phase 2 Authentication

Phaze 2 SA Life Tirme

Preshared Key

Save « Cancel x
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Table 3-15 “IPSec Basic Setup” Instructions

Item Description

Keying Mode IKE pre-shared key.

Phase 1 DH Select Group1, Group2, Group5 from the list. It must
Group match the remote IPSec settings.

Phase 1 Supports 3DES, AES-128, AES-192, AES-256.
Encryption

Phase 1 Supports HASH MD5 and SHA.

Authentication

Phase 1 SA IPSec Phase 1 SA lifetime.

Life Time

Phase 2 DH Select Group1, Group2, Group5 from the list. It must
Group match the remote IPSec settings.

Phase 2 Supports 3DES, AES-128, AES-192, AES-256.
Encryption

Phase 2 Supports HASH MD5 and SHA.

Authentication

Phase 2 SA IPSec Phase 2 SA lifetime.

Life Time

Pre-shared Pre-shared Key.

Key
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3.8.5.3 IPSec Advanced Setup

Select “IPSec >Advanced Setup” to check or modify the relevant parameters.

IPSec

Group Setup Basic Setup Advanced Setup

Aggressive Mode

Compress(IP Payload
Cormpression)

Dead Peer Detection(DFD)

ICMP Check

IPSec Custom Cptions 1

IP5ec Custom Options 2

IPSec Custom Options 3

IPSec Customn Options 4

Table 3-16 “ IPSec Advanced Setup” Instructions

Item Description

Aggressive Default for main mode.

Mode

ID Payload Enable ID Payload compress.

Compress

DPD To enable DPD service.

ICMP ICMP Check for IPSec tunnel.

IPSec Custom | IPSec advanced settings such as left/right ID.
Options
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3.9 Administration

3.9.1 Identification Settings
Please follow the instructions below:

Step 1 Select “Administration> Identification” to enter the GUI, you may modify the Router
name, Host name and Domain name as required.

@ s
= Already changed login password successfully.

@ Basic Network

Router Identification

—

= WLAN
Router Name Comset Router
Advanced Network
Firewall Hostname Comset_Router
R Domain Name Comset_Domain

Administration

Identification

Cancel %

Time

Admin Access
Scheduled Reboot
SNMP

Storage Settings
M2M Settings
DI/DO Setting
Configuration
Logging

Upgrade

Figure 3-16 Router Identification GUI

Table 3-17 “Router Identification” Instructions

Item Description
Router name Default is Comset Router. Maximum is 32 characters.
Host name Default is Comset_Router. Maximum is 32 characters.

Domain name Default is Comset_Domain. Maximum is 32 characters. This
is the WAN domain. There is no need to configure it in most
applications.

Step 2 Click “Save” to finish.
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3.9.2 Time Settings
Step 1 Select “Administration> Time” to check or modify the relevant parameters.

@ :
SR Already changed login password successfully.

@ Basic Network

Time
© WLAN

Router Time Tue, 24 Sep 2019 08:29:26 +1000 RGeS 1o
Advanced Network 3
Firewall

Time Zone UTC+10:00 Australia
VPN Tunnel

Auto Daylight Savings ~
Administration 3 g g .

Time
Identification
Time ) I

Auto Update Time Every 1 Hour |

Admin Access

Scheduled Reboot Trigger Connect On

SNMP Demand

Storage Settings =
. NTP Time Server Default w|

M2M Settings

DI/DO Setting

O.pool.ntp.org, 1.pool.ntp.org 2.pool.ntp.org
Configuration

Logging
Upgrade

Cancel x

Figure 3-17 Time Settings GUI

()]

! CAUTION
If the time fails to update, try a different NTP Time Server.

Step 2 Click “Save” to finish.

3.9.3 Admin Access Settings
Please follow the instructions below:

Step 1 Go to “Administration>Admin Access” to check and modify relevant parameters.

In this page, you can configure the basic web parameters.
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B Already changed login password successfully.

Basic Network

WebAccess

WLAN

Web Style GuBo |v|
Advanced Network —
Firewall Local Access HTTP ‘V |
VEN aannd HTTP Access Port 80
Administration ) I |

Remote Access Disabled |¥|
Identification o
Time Allow Wireless Access u
Admin Access
Scheduled Reboot Block WAN Ping
SNMP
Storage Settings 55H Enable at Startup
M2M Settings
DI/DO Setting Allow Telnet Remote

Access
Configuration
Logging
Upgrade

Password
Password ssssssssse
(re-enter to confirm) sssssessee

Figure 3-18 Admin Access Settings GUI
Step 2 Click “Save” to finish.

3.9.4 Scheduled Reboot Settings
Please follow the instructions below:

Step 1 Select “Administration>Scheduled Reboot” to check and modify relevant
parameters.
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SEES Already changed login password successfully.

Basic Network
Scheduled Reboot

¥ WLAN
Enabled
Advanced Network
3 Firewall Time
LIRS Days sun an Tue Wed Thu Fri
Administration Everyday

Identification

Time

Admin Access
Scheduled Reboot
SNMP

Storage Settings
M2ZM Settings
DI/DO Setting

Configuration

Logging
Upgrade

Figure 3-19 Scheduled Reboot Settings GUI
Step 2 Click “Save” to finish.

3.9.5 SNMP Settings
Please follow the instructions below:

Step 1 Select “Administration>SNMP” to check and modify relevant parameters.
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@ status .
SNMP Settings

@ Basic Network

Enable SNIMP
* WLAN

Advanced Network Port

Firewall
Remote Access
VPN Tunnel

Allowed Remaote
Administration

Identification

Time .
Location
Admin Access
Scheduled Reboot pr—
SNMP
Storage Settings RO Community
M2M Settings
DI/DO Setting Custom OID :
Configuration
1.3.6,14.1.2021.505 egy/bin/nvram get snmp_enable

Logging

Upgrade
1.3.6.1.4.1.2021.506

1.3.6.1.4.1.2021.507

1.3.6.1.4.1.2021.508

1.3.6.1.4.1.2021.509

Cancel X

{©) More Info

Figure 3-20 SNMP Settings GUI
Step 2 Click “Save” to finish.

3.9.6 Storage Settings

Step 1 Select “Administration>Storage Settings” to check and modify relevant
parameters.
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e Already changed login password successfully.

Basic Network

Storage settings
= WLAN

Storage Router #|
Advanced Network =

3 Firewall

VPN Tunnel Upload new file

Administration Mo file chosen Upload

Identification
Time

Admin Access Current file list
Scheduled Reboot

SNMP File name File size File operation

Storage Settings
M2M Settings

DI/DO Setting

Configuration

Logging
Upgrade

Step 2 Click “Save” to finish.

3.9.7 M2M Access Settings

Step 1 Select “Administration>M2M Settings” to check and modify relevant parameters.
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Status
e Already changed login password successfully.

Basic Network

mZm
M2M Enabled
Advanced Network
) Firewall Fail Action
VPN Tunnel -
Administration
Identification M2M Server/Port
Time
Admin Access Heartbeat Intval (seconds)
Scheduled Reboot
SNMP Heartbeat Retry

Storage Settings

A etincs Mamed-Pipe Enabled

DI/DO Setting

Configuration MNamed-Pipe Server Port a0z

Logging
Upgrade Mamed-Pipe Status Offline

Named-Pipe Address 0.0.0.0

Cancel %

Figure 3-21 M2M Access Settings
GUI

Step 2 Click “Save” to finish.

3.9.8 DI/DO Settings

Step 1 Select “Administration>DI/DO Settings” to check and modify relevant parameters.
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Stk Already changed login password successfully.

Basic Network

DI Setting
" WLAN
Enabled Portl Port2
Advanced Network
Firewall
VPN Tunnel
DO Setting
Administration
Identification Enabled u
Time
Admin Access Alarm Source Dl Control SMS Contral
Scheduled Reboot =
SNMP Alarm Action ON t’
Storage Settings m
Pawer On Status QFF “-’-
M2M Settings —
DI/DO Setti
L. sl Keep On 1 [*100ms

Configuration

Logging
Upgrade

Figure 3-22 DI/DO Settings GUI
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3.9.8.1 DI Configuration

Status
Basic Network
* WLAN
Advanced Network
Firewall
VPN Tunnel

Administration
Identification
Time
Admin Access
Scheduled Reboot
SNMP
Storage Settings
M2M Settings
DI/DO Setting
Configuration

Logging

Upgrade

Already changed login password successfully.

DI Setting

Enabled

Port1Mode
Filter

SMS Alarm

DO Setting

Enabled

Alarm Source
Alarm Action
Power On Status

Keep On

Port1 u Port2

oM ‘V

DI Control SMS Contral

oM :V|

OFF ivi
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Table 3-18 “DI” Instructions

ltem

Description

Enable

Enable DI. Port1 is for 1/0-1 and Port2 is for 1/0-2. Both 1/0-1 and I/O-2
are DI ports.

Mode

Selected from OFF, ON and EVENT_COUNTER modes.

OFF Mode: When DI changes from High (3.3V) to Low (0V), the

alarm is triggered.

ON Mode: When DI changes from Low (0V) to High (3.3V), the alarm is
triggered.

EVENT_COUNTER Mode: Enter EVENT_COUNTER mode.

Filter

Software filtering is used to control switch bounces. Input
(1~100)*100ms.

Under ON and OFF modes, the CM510 detects the pulse signals and
compares with the first pulse shape and the last pulse shape. If both are
at the same level, the CM510 will trigger an alarm.

Under EVENT_COUNTER mode, if the first pulse shape and the last
pulse shape are not at the same level, the CM510 will trigger an alarm
according to the Counter Action settings.

Counter Trigger

Available when the DI is under Event Counter mode.

Input from 0 to 100. “0” means the alarm is not triggered.

The alarm will be triggered when the counter reaches the set value. After
the alarm is triggered, the DI will keep counting but will not trigger the
alarm again.

Counter Period

This is a reachable IP address. Once the ICMP check fails, GRE will be
re-established.

Counter Recover

It will re-count after a counter trigger alarm. The value is
0~30000(*100ms). “0” means no counter.

Counter Action

HI_TO_LO and LO_TO_HI is available when the Dl is under
Event Counter mode.

In Event Counter mode, the channel accepts limit or proximity switches
and counts events according to the ON/OFF status. When LO_TO _Hl is
selected, the counter value increases when the attached switch is
pushed. When HI_TO_LO is selected, the counter value increases when
the switch is pushed and released.

Counter Start

Available when the Dl is under EVENT_COUNTER mode. The
counting starts when you enable this feature.

SMS Alarm

The alarm SMS will send a text to a specified phone group.
Each phone group contains up to 2 phone numbers.

SMS Content

70 ASCII Char Max.

Number 1

SMS receiver phone number.

Number 2

SMS receiver phone number.
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Click "Save” to finish.

= NOTE
OFF Mode
DI from high level 3.3~5V to low level OV will be triggered.

Er'i—Lu

==l

ON Mode
DI from low level OV to high level 3.3~5V will be triggered.

oy

EVENT_COUNTER Mode

The counted number of pulses will be triggered.

ot
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3.9.8.2 DO Configuration

DO Setting

Advanced Network Enabled
Hicwal Alarm Source DI Control SMS Control
VPN Tunnel o

Alarm Action Pulse il
Administration
Identification Power On Status ON
Time

o

Admin Access Beky
Scheduled Reboot

Low 10
SNMP
Storage Settings

High 10
M2M Settings
DI/DO Setting Output 1
Configuration
Logging SMS Trigger Content

Upgrade 70 ASCH Max

SMS Reply Content

SMS admin Num1

SMS admin Num2 Backup

Savev’ Cancel

(@ More Info

Table 3-19 “DO” Instructions

Item Description

Enable DO is enabled.

Alarm Source Digital Output activates according to different alarm sources.

You can select between DI Alarm and SMS Control. You can select
one or both alarm sources.

DI Alarm: The Digital Output gets triggered when there is an
alarm from a Digital Input.

SMS Control: The Digital Output gets triggered when receiving an
SMS from a number in the phone book.
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Alarm Action The Digital Output initiates an alarm action.
Select from “OFF”, “ON” and “Pulse”.
OFF: Open from GND when triggered.
ON: Short contact with GND when triggered.
Pulse: Generates a square wave as specified in the pulse mode
parameters when triggered.
Power on Specify the Digital Output status when the power is on.
Status Select from “OFF” and “ON’.
OFF: Open from GND.
ON: Short contact with GND.

Keep On Available when the DO “Alarm On Action”/ “Alarm Off Action”
status is ON. Input the DO “Keep On” status time.

Input from 0 to 255 seconds. “0” means ON until the next action.

Delay Available when you enable “Pulse” in “Alarm On Action”/ “Alarm
Off Action”. The first pulse will be generated after a “Delay” .
Input from 0 to 30000ms. (O=generate pulse without delay)

Low Available if Pulse is enabled in “Alarm On Action”/ “Alarm Off Action”.
In Pulse Output mode, the selected digital output channel will
generate a square wave as specified in the pulse mode parameters.
The low level widths are specified here.

Input from 1 to 30000 ms.
Available if Pulse is enabled in “Alarm On Action”/ “Alarm Off
Action”. In “Pulse Output” mode, the selected Digital Output channel

High will generate a square wave as specified in the pulse mode
parameters. The high level widths are specified here.
Input from 1 to 30000 ms.

Output Available if Pulse is enabled in “Alarm On Action”/ “Alarm Off
Action”.

The number of pulses, input from 0 to 30000. (0 for continuous pulse
output)

SMS Trigger Available when you enable SMS Control in Alarm Source.

Content Input the SMS content to enable “Alarm On Action” by SMS (70
ASIC Il char max).

SMS Reply Input the SMS content, which will be sent after DO is triggered.

Content (70 ASIC Il char max).

Number 1 SMS receiver phone number.

Number 2 SMS receiver phone number.

Step 3 Click “save” to finish.
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DO can be customised in pulse width ratio: T1, T2 duration and n value.
[T [7] 2]
— ]
— n —

3.9.9 Configuration Settings

Step 1 Select “Administration> Configuration” to configure the backup settings.

Shahus Already changed login password successfully.

Basic Network

® WLAN Backup Configuration

Advanced Network router_015_m125505 .cfg Backup @

Firewall ;
e Save As Default Configuration

VPN Tunnel Save

Administration Restore Configuration

Identification Select the configuration file to restore:

Admin Access

Scheduled Reboot Restore Default Configuration

SNMP Select... B4 ok

Storage Settings

M2M Settings

Total / Free NVRAM: 64,00 KB / 31.08 KB (48.56%)
DI/DO Setting

Configuration

Logging

Upgrade

Figure 3-23 Backup and Restore Configuration GUI

()]

‘! CAUTION

“Restore Default” will delete all configuration settings.

Step 2 After setting the backup and restore configuration, the system will reboot
automatically.

3.9.10 System Log Settings

Step 1 Select “Administration> Logging” to start the configuration. You can set the file path
to save the log (Local or remote sever).
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Status
e Already changed login password successfully.

Basic Network
Syslog

Log Internally

WLAN

Advanced Network

Firewall Log To Remote System
NEN Toned Host or IP Address / 192.168.1.2 514
Port
Administration
Identification Generate Marker Every 1 Hour [+
Time
Limit 60 mess ur

Admin Access
Scheduled Reboot
SNMP

Cancel %

Storage Settings
M2M Settings
DI/DO Setting

Configuration

Logging

Upgrade

Figure 3-24 System log Settings GUI
Step 2 Click “Save” to finish.

3.9.11 Firmware Upgrade

Step 1 Select “Administration>Upgrade” to open the upgrade firmware tab.
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£ aline Already changed login password successfully.

Basic Network

Upgrade Firmware
WLAN
Select the file to use:

Advanced Network Na file chosen Choose File

: Upgradeds
Firewall

After flashing, erase all data in NWRAM memory

VPN Tunnel

Adesninmtin Current Version: G5.0.1.5-130017-162857

Identification

Free Memaory: 83.70 ME [aprox. size that can be buffered completely in RAN)
Time

Admin Access

Scheduled Reboot

SNMP

Storage Settings
M2M Settings

DI/DO Setting

Configuration

Logging
Upgrade

m NOTE

Please do not disconnect the power when upgrading.

Figure 3-25 Firmware Upgrade GUI
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3.10 Reset Button to Restore Factory Settings

If you can’t access the GUI interface, you can perform a hardware reset. Press the “Reset
button and keep holding for 12 seconds then release. The system will be restored to
factory default settings.

”

Table 3-20 System Default Instructions

Item Default settings
LAN IP 192.168.1.1
LAN Subnet Mask 255.255.255.0
DHCP server Enabled
Username admin
Password admin

|! g NOTE
After the reboot, the configuration will be deleted and restored to factory
settings.
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Configuration Examples

4.1 Port Forwarding

Network Topology:

¥

T INTERNET )
- -
CMS100-W N
WAN IP: 120.157.117.246
LAMN IP: 192 1681 1/24

IP Camera Work PC

IP Address: 192.168.1.200 IP Address: 192.168.1.10
Subnet: 255.255.255.0 Subnet: 255.255.255.0
Gateway: 192.168.1.1 Gateway: 192.168.1.1
Http Port: 8O DMS: 19216811

A port forwarding or port mapping is a way of making a computer on your home or business
network accessible to computers on the internet, even though they are behind a router.

NOTE:

To configure Port Forwarding on the CM510Q-W router, please configure the router with the
correct APN that will provide you with a Public WAN IP address, such as telstra.extranet for

a Telstra Data SIM. You need to ask your carrier to activate your SIM card with a Public WAN
IP.

Check WAN IP address on the Status Page of the router.
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Celiular ISP “Telstra Mobile Teistra”

Celiular Networlk LTE Band 7

USIM Selected USIM Card 1 Running...

USIM Status Ready

o0 wit 26/31, dBre 61
|zr 2ddress 120157.117.246 |

Subnet Mask 255:255,255.252

Gateway 120,157.117.245

DNS 104.130.164:53, 104,149,753

Connection Status Connected

Connection Uptime 0o45:04

Remaining Lease Time 011040

Change router GUI to port 8080 to avoid conflict with IP camera Http port(80).

Go to Administration -> Admin Access -> HTTP Access port set to 8080.

Note: Set Remote Access to “HTTP” to allow remote access over the internet via a public
WAN IP.

B Firewall Local Access HTTP

@ VPN Tunnel HTTP Access Port 8080

B Administration

Remote Access HTTP

Identification
it Access Port 8080
Admin Access

Scheduled Reboot

Llloseed Demats

Io access the GUI of the router, use URL httg://1 92.168.1.1:8080

- C 1t @ Notsecure| 192.168.1.1:8080/#status-home.asp

i Apps A Comset & Google () wwwspeedtestnet

N

Comset

@ Status
Orverviesw
Traffic Stats. ‘S]fStEI'I'I
Dewice List

Router Marne Comset Router

Basic Metwork

e Hardware Varsion C11.D13

Configure Port Forwarding for the IP Camera on Port 80.
Go to Advanced Network -> Port Forwarding
Set Proto: TCP, External Ports:80, Internal Ports:80, Internal Address: 192.168.1.200,
Description: IP camera, click on the “Add” button.
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On  Proto STC AQdress Ext Ports Int Port Int Address Description ~
i upp 8000 8000 192.168.117
o TCP 433 433 192.168.1.17
L3 Both 8000 8000 192.168.1.17
1P Passthrough
(e Tcp 80 80 102.168.1.200 1P Camera
Captive Portal
Serial App. Add+
UPnP/NAT-PMP

To access the Web GUI of the camera, use URL http://120.157.117.246 or
http://120.157.117.246:80

4.2 IP Pass-through

Note: This guide is for IP Pass-through to a PC behind the CM510Q-W. It is also
applicable to a Router behind the CM510Q-W. You need to use the MAC Address on the
WAN interface of the Router.

1. Check the LAN Mac Address on your PC.

Go to Network Adapter, Right click -> Status -> Details. See screenshot below:
TR ——

Metwork Connection Details:
Property Value
Connectionspecific ON... Comset_Domain
Description Realtek PCle GEE Famiby Controller
Physical Address 1C-35-47-BD-5E-51 I
DHCF Enabled Yes

2. Configure IP Pass-through on the Router.
Go to Advanced Network -> IP Pass-through -> check the ‘Enabled’ box option.
Enter the MAC Address as obtained from your PC LAN interface and click ‘Save’.

Note: Use a colon between the hexadecimal characters. See screenshot
below:

@ Status 5
You haven't changed the default password for this router. To change router password_click her

@ Basic Network

IP Passthrough
F WLAN >

ﬁ Advanced Network ¥ nbled

Set MAC Address on Laptop LAN interface
Note: Use colon in between of hexadecimal characters

Port Forwarding MAC Address
Port Redirecting
DMZ Gateway
1P Passthrough

Triggered

Captive Portal
Serial App.
UPnP/NAT-PMP
3. Disable DHCP server on the router.
Go to Basic Network -> LAN -> Click on DHCP server to edit and uncheck option to
Disable.
Click on the ‘Ok’ and ‘Save’ buttons.
Note:The router will reboot.
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Bridge ~

@ Advanced Network

Firewall
Add +
VPN Tunnel

R Administration
| Savev Cancel %

192168.1.1

CM510Q-W Router User Manual

IP Address Subnet Mask

255.255.255.0

DHCP Server

=

Click on DHCP Server box to
option to Disable and click ¢

4. Refresh the network adapter by clicking on the Disable/Enable button.

Right click on the network adapter and select Disable.
Right click on the network adapter and select Enable. See screenshots below:

-—

i/ Ethernet
. = Metwnrk

“|_ % Disable |

Status

Diagnose

@ Bridge Connections

Create Shortcut

Q Delete

$ Rename

G Properties

l: Ethernet
= Disahle

”,

o

S Realts % Enable

Status

Diagnose

Create Shortcut

$ Delete
Q Renarme

G Properties

5. Check Status of the LAN interface.

Go to Network Adapter -> Right-click -> Status -> Details.
The LAN adapter is now using Public WAN IP address 120.157.89.70 via |IP Pass-
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Metwork: Connection Details:

Property
Connection-specific DN....
Description

Physical Address

| DHCP Enabled

Value 3

Comset_Domain

Realtek PCle GEE Family Controller
1C-35-47-BD-5E-51

‘feg

|!Pv4 Address

120.157.89.70 |

|Pvd Subnet Maslk
Lease Obtained
Lease Expires

IPwd Default Gateway
|Pv4 DHCP Server
IPv4 DNS Servers

255 255 2550
Wednesday, 25 September 2013 10:5.
Thursday, 26 September 2015 10:55:) ‘|
1592.168.1.1

120.157.89.1
10.4.130.164
10.4.149.70

through.*=

6. Check internet connection via command line.

C:wUserssarping google.com

C:sUserssaz»

Pinging google.com [172_217.16%7_.781
Reply from 172.217.167.78: bytes=32 time=Y5mz TTL=53
Reply from 172_217.167.78: bytes=32 time=4dbmz TTL=53
Reply from 172_217.167.78: bytes=32 time=47ms TTL=53
Reply from 172 _217.167.78: bytes=32 time=47ms TTL=53

Ping statistics for 172.217.16%7.78:

Packets: Sent = 4, Received = 4, Lozt = B (8% loss>.
Approximate round trip times in milli-—seconds:

Hinimum = 46ms,. Maximum = Y5ms,. Average = 53ms

http://www.comset.com.au
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4.3 Captive Portal

1. Go to Advanced Network -> Captive Portal to check or modify the

relevant parameters.

Captive Portal

Enablzd

Auth Typ=

WEE Root

WEE Host

Portal Host

Login Timeout

Idie Timeout

Ignore LAN

Download QOS5

Upioad 005

2. Upload Portal file and Splash.html

Redirecting httpesd

MAC Address Whitelist

MNOMNE ¥

Drefsult ¥

www.google com

Upload portal images and splash.html to the router for the Slider (0001_portal.png,
0002_portal.png, and 0003_portal.png) to the Router under the “Administration / Storage

Settings” menu.
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Storage settings

Storage Router

Upload new file

Time

Admin Access .
Current file list
Scheduled Reboot

File mame File size

sme.fist 376

Each Ad file supports 3 Ad portal images. Picture format is png or jpg, image size is less than
100Kbytes and resolution is 800*600. Picture name is 0001_portal.png, 0002_portal.png and
0003_portal.png. Please keep image names the same between portal file and splash.html.

Seodage wetngy

Szge
¥ WL

B Adrerind Rctmed

B s & Uil ray Fils

© e B

N Actmerimtration

(ST R
- Current fie bl

Tian:

P i Flir aiss Viw e e

0, portal peg AT .
SODE portal iy 453K

000 persiprg g L
ot poctal i [ =
oy pasiai PR w

o N iy L
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£la= FATS ==

<div 1d="myCarotanl” clags="garcossl alide sarketing">
<2l slass="carcussl-indicatara™>
<li data-Target="imyCarcosal” data-slide-cos"0" claspeTactive®»/1i>
<li daTa=-TargeT="iEyCarcoscl"” data-3lide-TomtlMad 11
<li daca-targer="#myCarcuael"” data-slide-co="3"30/11>
<foly

<«div clagse"caronaal-innar"y>

<div clazs="jitem j e
<img arcw 0001 _portal.pngjalc=""3
< fdiwvy

<div class="jitem">
<img =:': alr=""3
afdive
<div class="item">
</divy
</divy>
<a class="left caroosel-control” href="fmyCarousel” data-slide="prev">ilcaguos</ad
<a class="right carousel-control" Rref="gmyCaroosel” data-slide="pext">Iirsaguos</a>
€fdivy

€l <hicy —>

Now you can see the results by connecting to the router’'s WIFI.

s S W sl 87N01T08

Stagn In to Wi-Fi netwoark MORE

Welcome to Wi-Fi Hotspot

Welcome to our open community WiFi
network!

You are solely responsible for any ilegal activities
once you click the "0K, | AGREE™ button. We are not
regponsibsie for faulty operation of your computer
of squipment. You may be asked 10 100 wtang yous
equipment. This bannes will appesr again
periodically. Thank You, and Enjoy!

3. Modify portal file storage path
Modify portal file storage for In-storage as below.
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Firewall
£} VPN Tunnel

R Administration

4.4 GPS

CM510Q-W Router User Manual

Captive Portal

Enabled

Auth Type MOMNE ¥

WEB Root
WEE Host

Portal Host

Login Timeout o

Idle Timeout 0

Igniore LAN

Redirecting httpi/ www.googhe.com
MAC Address Whitelist

Download QOS5

Save.” Cancel &

Settings (GPS version only)

1. Go to “Advanced Network> GPS” to view or modify the relevant
parameters.

¥ haven'T changed the defaustl passweed for this rauter. To change router passwond, g s

Daty Format MW AT v

ltem Instructions
GPS Mode Enable/Disable.
GPS Format NMEA and M2M_FMT.
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Item Instructions

Server IP/Port | GPS server IP and port.

Heart-Beat If you choose M2M_FMT format, the heart-beat ID will be packed
into the GPS data.

Interval GPS data transmits at the interval time.

2. Click on “Save” to Finish.

3. Connect the GPS antenna to the router GPS interface.

4. Check GPS Status.

L- 08 T

Dorirwlaw

Traffer Saats. GFE Status
CFS Rt
Darwiie Lim

@ R sewnik

¥ owLaN

i Advsnsed Matmo o
okl WD
B rvwmad

B wer sennel

B agminstration

TEoa0a - 2200

TLA2TEIOM - FIESELRITOE

4.5 Firewall

Network Topology
PC1

E_

LAN: 19216812 LAN
MAC: 50:78:9D:C3:9A:22

w
LAN: 19216813 WIFI
MAC: 60:F1:89:20:F0:9A

4.5.1 IP/MAC/Port Filtering

WAN : 120.157.85.70

Cellular

 —

LAN: 19216811

This allows to intercept packages from router’s WAN/Cellular interface to the internet.

Test case:

Only allows three devices (MAC/LAN/WLAN) to access to Internet via WAN: 120.157.89.70
Only allows three devices (MAC/LAN/WLAN) to access the router page: 192.168.1.1
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IP/MAC/Port Filtering

F WIAN
On  Src MAC SrcIP Dst1P Protocol Sre Port Dst Port Policy
& Advanced Network
s = any/l any/0 - - - Crop
Firewail
JURL Filtering ¥ = 0 152.168.1.0/24 - - - Kt
= e anyy 0/ ccept
Domain Filtering - SO:TE9C3A:22 any/0 any/0 - - - Accept
£ VPN Tunne! v 6DFLBSZOFOSA any/0 any/0 . B - Accept
A Administration
NONE Y Accept
Add+

4.5.2 Keyword Filtering
This allows to filter specific keywords from the router's WAN/Cellular interface to the internet.

4.5.3 URL Filtering
This allows to filter specific URLs from the router's WAN/Cellular interface to the internet.

Firewall URL Filtering
IP/URL Filtesing On URL
Domain Filtering
o youtube.com
&} VPN Tunnel
o facebook.com

8 Administration

4.5.4 Access Filtering
This allows to filter packages from the internet to the router’'s WAN/Cellular interface.

Test case:
Intercept all TCP packets accessing the router's WAN/Cellular (120.157.89.70).
Only two devices (MAC/LAN/WLAN) can be accessed from Internet packets.
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O staiis YOUILDE
5
tacebook
O Basic Hetwork
¥ WLAN E
ﬁ‘ Adhvanced Network Add+
B firewall
IP/URL Filtering Access Filtering
Bomain Filtering
) On  SrC MAC Sreip ost 1P Protocol  Sic Part D3t Port Policy Description
B v Tunnel n
- - a0 any/a TCR - - Drop
B Adminktration
DRIESLDFERSS anyf anyd TCe . v diccept
- G0eF B0 30-F04 anym any/0 TCR - Aocept

(T) more info

4.6 VPN Tunnel

4.6.1 GRE Tunnel between two CM510Q-W

Network Topology

CM510Q-W intemnal network GRE Tunnel CM510Q-W internal network
192.168.10.0/24 192.172.1.0/24

I

= —
CM510Q-W CM510Q-W
LAN: 192.168.10.1 LAN: 19217211
WAN: 113.113.11.11 WAN: 113.113.10.10
A B

1) CM510Q-W (A) Configuration
1.1) Navigate to Basic Network > LAN
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T SULLTSSTUNTy.
LAN
Bridge =~ IP Address Subnet Mask DHCP Server
brd 255.255.255.0 -
1 v
Add +
1.2) Navigate to VPN Tunnel > GRE
GRE Tunnel
@ Advanced Network
o on  Idx ~ Tunnel Address Tunnel Source Tunnel Destination Keepalive Interval Retries
&3
£ VPN Tunnel | E 192.168,1010 1130134211 113.113.1010 10 5
GRE
Add +
GRE Route
Tunnel Index ~ Destination Address Description
-3 v |1s2a72i004|
2) CM510Q-W(B) Configuration
2.1) Navigate to Basic Network > LAN
IP Address Subnet Mask DHCP Server
19217211 255.255.255.0 o

2.2) Navigate to VPN Tunnel > GRE
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GRE Tunnel
On  Idx ~ Tunnel Address Tunnel Source Tunnel Destination Keepalive Interval Retries
1 182.1721.10 113.113.1010 1134131111 B 10 5

GRE Route
On Tunnel Index ~ Destination Address Description
3 v 182168100724

Add+

4.6.2 Open VPN

Network Topology

Data Center

0 o :

. R

Cliont = == == o o o o e o o o —C T Administrator

= OpenVPN Tunnel

OpenVPN between CM510Q-W Client and Server

Step 1 Go to “VPN Tunnel> OpenVPN Client” to check or modify the relevant parameters.
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Basic Settings:

OpenVPN Chent
PPTP Server
PPTP Online
PPTF/LITP Chent

IPSec

B Administration

asic Advanced reys Status

VPN Client #1 (Stopped)

Start with WAN

Interface Type TUN ¥

Protocol upp ¥

Senver Address comset.dyndns.org
Frewall Automatic ¥
Authorization Mode TLS b

Usemame/Password Authentication

HMAC authorization Dizabled ¥
Create MAT on tunnei
Start Now
Item Instructions

Start with WAN

Enable the Openvpn feature for 4G/3G/WAN port.

Tap and Tun options are available. Tap is for bridge

2 D mode and Tun is for routing mode.

Protocol UDP and TCP options are available.

Server Address The Openvpn server public IP address and port.
Firewall Auto, External only and Custom options are available.

Authorization Mode

TLS, Static key and Custom options are available.

User name/Password Authentication

As per user’s configuration.

HMAC authorization

As per user’s configuration.

Create NAT on tunnel

Configure NAT in Openvpn tunnel.
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Advanced Configuration:

al
=
il
(=R

Keys

VPN Client #1 (stopped)

Poll Interval

Redirect Intemet traffic

Accept DNS configuration

Encryption cipher

Compression

TLS Renegotiation Time

Connection retry

Status

Dizabled

Use Default

Adaptive

30

Verify server certificate {tis-remote)

Custom Configuration

Start Mow
Parameter Instruction
Poll Interval Openvpn client checks router’s status at interval time.

Redirect Internet Traffic

Configure Openvpn as default routing.

Access DNS

As per user’s configuration.

Encryption

As per user’s configuration.

Compression

As per user’s configuration.

TLS Renegotiation Time

TLS negotiation time. -1 as default for 60s.

Connection Retry Time

Openvpn retry to connect time interval.

Verify server certificate

As per user’s configuration.

Custom Configuration

As per user’s configuration.
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Keys Configuration

OpenVPN Client

Cient 1

VPN Client #1 (Stopped)

Far help generating keys, refer fo the OpenWPN HOWTOC.

Certificate Authority

Client Certificate

Client Key

Start Mow

Parameter Instruction

Certificate Authority Keep the certificate the same as the server.

Client Certificate Keep the client certificate the same as the server.

Client Key Keep the client key the same as the server.
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Status

OpenVPN Client

VPN Client #1 (Siopped)

Client is not running or status could not be read.

Start Now

Save v Cancel x

Parameter | Instruction

Status Check OpenVPN status and data statistics.

Click “save” and “start now” to start OpenVPN.
I:D OpenVPN Keys Guide
The following steps are for a server running on Windows 7/8/10
You may access to (http://openvpn.net/release/) and download the file “openvpn-2.3.0-
install.exe” (or higher)

&« &) I 8 Secure i"ht:pst,f.-"opeﬂvpn.netx'relea;e.-"
Index of /release

Name Last modified  Size Description

: Parent Directory -
@ lzo-1.08-3.0.€12 dag 1386 1rpm 21-Feb-2012 00:30 33K
@ lzo-1.08-3.0.rh7.dag 1386.1pm 21-Feb-2012 00:30 34K
@ lzo-1.08-3.0.rh8 dag.1386.1pm 21-Feb-2012 00:530 58K

@ lz0-1.08-4.0.rh9 rf 1386 1pm 21-Feb-2012 00:30 39K
@ lzo-1.08-4.1.¢l3 1f1386.epm 21-Feb-2012 00:30 38K
@ lzo-1.08-4 1 el3.0fx86 64 rpm  21-Feb-2012 00:50 33K
@ lz0-1.08-4.1 fc 1 rf1386.rpm 21-Feb-2012 00:30 38K

After installing OpenVPN, please find the OpenVPN folder to generate the certificate of server
and client. (Go to http://openvpn.net for more information)
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0 PE N "*-J | r U' QT which features of OpenVPN 2.3.0-1001 you want to
nst.

Select the components to installjupgrade. Stop any OpenVPN processes or the OpenVPN
service if it is running. All DLLs are installed locally.

Select components toinstall: | _[] QoenVeN e Associations -

PN RSA Cer

] Add Shortcuts to Start Menu ‘{
#-[¥] Dependencies (Advanced) =
Description

Space required: 4,4MB F | yOUr molss over a component b ses its

Midlzaft Inskall Syvsteny v2.46-101

[ <Back [ next> | [ cancel |

PC » Mewdisk({D:) » OpenVPN »

MName - Date modified Type Size
| bin 2019-01-10 17:42 File folder
. config 2019-01-10 14:10 File folder
| doc 2019-01-10 11:42 File folder
| Easy-rsa 2019-01-10 11:54 File folder
., log 2019-01-10 14:10 File folder
. sample-config 2019-01-10 11:41 Fite folder
'ﬁ) jcon.ico 2015-02-18 17:56 lcon 22 KB
(% Uninstall.exe 2019-01-10 17:42 Application M7 KB

1. Configure “vas.bat.sample” to complete the initialization step and keys.
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his PC » Mewdisk (I:) » OpenVPN > easy-rsa » v

Mame a Date modified Type Size

keys 2019-01-10 12:04 File folder
|:| amd 2019-01-10 12:04 RND File 1 KB

build-ca.bat 2018-01-04 20:47 Windows Batch File 1KB
build-dh.bat 2016-01-04 20:47 Windows Batch File 1 KB
build-key.bat 2016-01-04 20:47 Windows Batch File 1 KB
[E] build-key-pass.bat 2016-01-04 20:47 Windows Batch File 1KB
build-key-pkcs12.bat 2016-01-04 20:47 Windows Batch File 1KB
[&] build-key-server.bat 2016-01-04 20047 Windows Batch File 1KB
clean-all.bat 2016-01-04 20047 Windows Batch File 1KB
i:l index.be.start 2016-01-04 20:47 START File DKB

init-config.bat 2016-01-04 20647 Windows Batch File 1KB
|:| openssl-1.0.0.cnf 2016-01-04 20:41 CMF File 9 KB
|€| README, bt 2016-01-04 20:47 Text Document 2KB
[%] revoke-full bat 2016-01-04 2041 Windows Batch File 1KB
D serial.start 2016-01-04 20:41 START File 1KB
[&] vars.bat 2019-01-10 11:43 Windows Batch File 1KB
j vars.bat.sample 2019-01-10 11:43 SAMPLE File 1KB

2. You can configure the client keys for the CM510Q-W OpenVPN client GUI when you
create the server and client certificate in the path OpenVPN/easy-rsa/keys.

3. Client certificate (Generated on the server)

Marne Date modified Type Size

Sl cacrt 2019-01-10 11:57 Security Certificate 2 KB
5 client.crt 2019-01-10 12:04 Security Certificate 4 KB
D client.key 2015-01-10 12:04 KEY File 1 KB
) client.ovpn 2019-01-10 14:08 OpenVPN Config .. 4KB
|:| ta.key 2019-01-10 12:0 KEY File 1 KB

4. OpenVPN>easy-rsa>keys
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4.6.3 L2TP/PPTP

Go to “VPN Tunnel > PPTP/L2TP Client” to view or modify the relevant parameters.

Test case: PPTP
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€ VPN Tunnel
GRE
OpenVPN Client
PPTP Server
PPTP Online
PPTP/LITP Chent
On Protocol ~ Name Server Username Password Firewall Default Route Local IP
~ PPTP 3 comset.dyndns.org test123 testl23 ~ ®
LZTP v
Add +
PPTP Advanced
On Name ~ Accept DNS MTU MRU MPPE MPPE Stateful Custom Options
& 3 NO 1440 1440 » - debug;noipdefaultrequ
mppe-128

Note: The Custom options are based on your server.

Test case: L2TP

i Prptacal =~ Masre Gerver aernanse Passveard Firewall Default Rowte Local IP
FRTP 3 comset.oymdns.ong tesill3 testl2a - =
[~ | Le v
Al &
PPTP Advanced
D Mame =~ Accept DMNS MTU MRU MPPE MPPE Statetul Custem Options
3 w0 el 1440 a deibugmoipdefaitregue

mppe-128

Note: The Custom options are based on your server.

4.6.4 IPSEC

IPSec between a Comset CM510Q-\W and a Cisco Router

Network Topology
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CME10Q-W internal network Cisco internal network
132.168.1.0/24 VPN Tunnel from CM510Q-W client to Cisco Server 10.10.0.0/24

o -

- TN ‘rj

Rl i

1

LAN PC CM510Q-Q Cisco LAN PC
192161 5 LAN: 192168 1.1 LAN: 10.10.0 1 10.10.0.5
VAN 113.124 201 139 VWAN: 113.88.13.142

1) Cisco Configuration (main mode)

!

crypto isakmp policy 10

encr 3des

hash md5

authentication pre-share

group 2

crypto isakmp key test1234 address 0.0.0.0 0.0.0.0
1

crypto ipsec transform-set Tran-set esp-3des esp-sha-hmac
crypto ipsec nat-transparency spi-matching

2) CM510Q-W Configuration
2.1) Navigate to VPN Tunnel > IPSec > Group Setup
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IPSec

e

Basic Setup Advanced Setup

Enable PIec

IPSec Mode Client ¥

IPSec Extensions Mormal v
Local Security Gateway Interface 3G Cellwlar ¥
Local Security Group Subnet/Metmask 192.168.1.0/24

Local Security Firewalling

Remote Security Gateway [P/Domain 113.88.13.142
Remote Security Group Subnet/Metmask 10.10.0.0/24

Remote Security Firewalling

2.2) Navigate to VPN Tunnel > IPSec > Basic Setup

http://www.comset.com.au !




CM510Q-W Router User Manual

Keying Mode

Phase 1 DH Group

IKE with Preshared key

Group 2 - modpid2a

v

L

Phase 1 Encryption 3DES {168-bit) r

Phase 1 Authentication

MD3 HMAC [36-bit)

Phase 1 54 Life Time 28800 seconds

Phase 2 DH Group Group 2 -modpi0d2d ¥

Phase 2 Encryption 3DES {168-bit) r
Phase 2 -Authentication

MD5 HMAC [96-bit)

Phase 2 SA Life Time 3600 SECOS

Preshared Key

o o

2.3) Navigate to VPN Tunnel > IPSec > Advanced Setup

Group Setup Basic Setup Advanced Setup

Aggressive Mode

Compress{IP Payioad Compression)

Dead Peer Detection(DPD)

ICMP Check

Chedk Period Time Interval 3 SEC0MGS
Chedk Timeout Count 3 Ti
Ched IP 101001

IPSec Custom Options 1 | rightid="%any

2.4) Check Status of the VPN IPSec connection.
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IPSac 1 Connected
_ Phasa 1 Status 21 seconds
Traffic Stats.
Phase 1 [KE 3DES_CBC/HMAC_MD5 96/PRF_HMAC MDS/MODP 1024
GPS Status
> L = RAREE
B Phase 2 Status TUMNMEL
Phazs 2 ESF 3DES_CBC/HMAC SHA1 96
Basic Network
|PSac Racv. B4 B
WLAN IPSec Sand, 84 Bytes
Advanced Network
N
Firewall i °
Router MAC Address 34:08:94:01:51:01
VPN Tunnel
Router |P Addresses b (LAN] - 192.768.1.1/24
Administration DHCP brd [LAN) - 192.168,1.2 - 192.168.1.51

--End
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